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Abstract;

Cybercrime is considered one of the greatest challenges facing the rules
of international law, for the sole reason that the privacy of the criminal
who commits it, the criminal who desires to possess technology just as
he desires to hide and escape prosecution.

It must be said that this crime, by its nature, allowed this class of
criminals to do this work, by giving them the opportunity. Crimes are
committed remotely. It is no longer necessary for the criminal to be
present at the scene of the incident, not even close to it. The crime may
be committed on one continent and its perpetrator may be on another
continent.

The specificity of this crime does not prevent anyone from falling prey
to this group of criminals. The state, with its agencies and institutions,
can fall prey, as can organizations, private companies and even the
individual himself, which is an unmistakable indication. special efforts
that must be made to repel these attacks, and this perhaps explains the
desire of the international community and the national legislator to
provide a legal defense capable of repelling these attacks, and even of
identifying and prosecuting their perpetrators through to cooperation.
competent agencies, so as to give the virtual environment additional
protection commensurate with the respect for private life of the modern
era.

Keywords;

Cybercrime, the United Nations, international Conventions, the national
legislator.
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1:
Public Law 106-102—NOV. 12, 1999, GRAMM-LEACH-BLILEY ACT.

Sec 501 " It is the policy of the Congress that each financial institution has an affirmative and
continuing obligation to respect the privacy of its customers and to protect the security and

confidentiality of those customers’ non-public personal information ".

Sec 503 " At the time of establishing a customer relationship with a consumer and not less than
annually during the continuation of such relationship, a financial institution shall provide a clear and
conspicuous disclosure to such consumer, in writing or in electronic form or other form permitted by
the regulations prescribed under section 504, of such financial institution’s policies and practices with
respect to : (1) disclosing nonpublic personal information to affiliates and nonaffiliated third parties,
consistent with section 502, including the categories of information that may be disclosed; (2)
disclosing nonpublic personal information of persons who have ceased to be customers of the

financial institution; and (3) protecting the nonpublic personal information of consumers ".

2 Public Law 107-296; Approved November 25, 2002.

% 115th CONGRESS, 2d Session, February 6, 2018.
*: Art. 154-A " Invading computer device of use of others, whether or not to the computer
network, in order to obtain, tamper with or destroy data or information without express
permission or tacit of the device user or to install vulnerabilities to obtain an unlawful
advantage: imprisonment, from 1 (one) to 4 (four) years, and fine .
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2 6100 i Bl ] Aageall

& 58 Ll Jsasll apad o o N g odall (e e 288 Ly ey Lad
The lgall 88 japal JUA e Sy cn iy e dad )l Gl glaall g bl
e 13 &l yalall Criminal Code Of The Russian Federation No. 63-Fz
il 200 N daai Al S5 Ll Jeagdl 1 e g bl Clle Cua <1996
3] adlal) Jaall ol (5ed 18 ) Jua 32ad laddl asiall Hal Jaa ol o cdasg
S e 3add s ay) Jaall 5 coppale SN Jaai saal Guaal) o caaaly R L) Juad
3274 273 28 Jsall i ellig e

dpaddll clild) Ly galady) slal wg ) o il Gl i cosd 138 Gl
G ) &3 2y 85 Federal Law on Personal Data (No. 152-F2)
a5 2006 oo b Ol IR Haa Gua dpaddl) i) e 4 gl Gleall a8
uic Grlaily (SN 13 Siay Guay 2023 ple (8 AT IS cadde @b Bae JIA0)
e o Guhill dady 43 WS cclabiie s ) el g (LS ol Lles a5 Gl
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(6 sinsall 5 Al 5l cansall Jie dallall 5 dpigall Sl slaall 5 ¢y 5l 5 Jshall 5 (8 yall 5 (uindl
social (elaia¥) dualsill Bluy Jo Llill dapl Jie 43a8 )l clibndl s o el
4 )4 5 location data a3 sell by s media activity

Gl o8l e 251 skl (A Jsadadl g opdall (a8 clygata (Blad Lad
JuxdY) (e Jad gl S ) die 4y il Lalas e 2002 &l bl Criminal Code

- https://www.lexology.com/library/detail.aspx?g=a412035f-b3af-4fd1-a6f2-17e7c97efd 7f

. https://www.upguard.com/blog/cybersecurity-laws-regulations-france

: Dora Arifi, Cybercrime: a challenge to law enforcement, SEEU Review Volume 15 Issue
2, Macedonia, 2020, P50

*: Federal Law of 27 July 2006 N 152-FZ ON Personal data, adopted by the State Duma on
8 July 2006, Approved by the Federation Council on 14 July 2006
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Aol (e da Lo sane & S G JedY) e Jab sl 4lS)) 2ie @iy 303
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O (el e 278 Balll 4 saa B Sl g A Gl il sl Ladg
Al e dapa Sy padd S e Lgidal o giall 4 8210 1995 ale jaliall il il
A Jea sl Gl AT Al g o) ol AV anlall 3 3gal e lea aladiuly Cile slell
s Al 4K Clatiae 5 clily G e Jsaall 4dn (S e & i 3
3 latiedl oda @l yu Ca8S dady L Alaiall fLEYT e la e of A guda il

. Article 251 “A person who in a unauthorized way deletes, alters, damages, conceals or
otherwise makes unusable computer data or a program or device for maintenance of the
information system or will disable or complicate the use of computer system, data or
program or computer communication, shall be punishable by a fine or up to three years in
g)'rlson”.

Criminal Code in the version published on 13 November 1998, as last amended by Acrticle 2
of the Act of 22 November 2021.

Sec 303b ©* (1) Whoever interferes with data processing operations which are of substantial
importance to another by

1. committing an offence under section 303a (1),2. entering or transmitting data (section
202a (2)) with the intention of adversely affecting another or 3. destroying, damaging,
rendering unusable, removing or altering a data processing system or a data carrier incurs a
penalty of imprisonment for a term not exceeding three years or a fine.

(2) If the data processing operation is of substantial importance for another’s business,
enterprise or an authority, the penalty is imprisonment for a term not exceeding five years or
a fine.

(3) The attempt is punishable.

(4) In especially serious cases under subsection (2), the penalty is imprisonment for a term of
between six months and 10 years. An especially serious case typically occurs where the
offender

1. causes major financial loss,

2. acts on a commercial basis or as a member of a gang whose purpose is the continued
commission of computer sabotage or

3. by committing the offence jeopardises the population’s supply with vital goods or
services or the security of the Federal Republic of Germany’’.

3.

Criminal codes - Criminal Code of the Kingdom of Spain (1995 as of 2013),
Article: 278 “Whoever obtains data, written or electronic documents, computer media or
other objects related thereto in order to discover a company secret, or who uses any of the
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means or instruments described in Section 1 of Article 197, shall be punished with a sentence
of imprisonment of two to four years and a fine of twelve to twenty- four months “.
1.

The Information Technology Act, 2000

Article 43. " If any person without permission of the owner or any other person who is
incharge of a computer, computer system or computer network, -

(a) accesses or secures access to such computer, computer system or computer network;

(b) downloads, copies or extracts any data, computer data base or information from such
computer, computer system or computer network including information or data held or
stored in any removable storage medium;

(c) introduces or causes to be introduced any computer contaminant or computer virus into
any computer, computer system or computer network;

(d) damages or causes to be damaged any computer, computer system or computer network,
data, computer data base or any other programmes residing in such computer, computer
system or computer network;

(e) disrupts or causes disruption of any computer, computer system or

computer network;

(f) denies or causes the denial of access to any person authorised to access any computer,
computer system or computer network by any means;

(9) provides any assistance to any person to facilitate access to a computer, computer system
or computer network in contravention of the provisions of this Act, rules or regulations made
thereunder;

(h) charges the services availed of by a person to the account of another person by tampering
with or manipulating any computer, computer system, or computer network, he shall be
liable to pay damages by way of compensation not exceeding one crore rupees to the person
so affected ".
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